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OVERVIEW

Another year, another audit for many companies and their auditors. It’s a cycle and process
remained essentially unchanged for many years. The current model typically carries out audit
procedures after the fact. They are:

* Periodic

* Historic

* Financial statement only
* Looking backward

Advances in technology and the massive proliferation of available information created a new
landscape for financial reporting. The next generation audit model must consider the follow-
ing realities in the business environment today:

* Business processes are supported by real-time systems

* Many internal processes which are monitored on a close to continuous basis
* Processes and decisions are highly time dependent

* Processes where timely decisions give competitive advantage

The current audit model fails to support the above realities. Auditors must evolve to leverage
these realities internally (use of technology) and externally (methods of reporting) to meet
the needs of the business and the users of the audited information. The next generation audit
model will consider:

*  Audit on-demand

* Audit information in real-time or near real-time
* Leveraging “Big Data”

* Reliance on data analytics

* Exception-based auditing

* Adding value by knowledge gained

The audit of the future must consider what in fact is going to the audited. The current model
audits information reflected in a set of financial statements. But does the future model stop
at this? Should the future model consider some of the elements underlying processes, quality
of people and reliable systems? For our purpose of defining the “it,” we will assume the next
generation audit is an audit opinion related to a basic set of financial statements.

Over time, it will likely evolve to include a broader array of information beyond that of
historical based financial information. In a recent survey conducted by Deloitte on the Future
of Audit, over 2/3 of all respondents said the audit eventually needed to provide assurance on
information beyond traditional financial information.
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A PROTOTYPE DESIGN

The next generation audit methodology will take
advantage of the large amounts of data the client has
available. Today, in many cases, auditors perform pro-
cedures over a relatively small sample of transactions
— as few as 30 or 40 — and project conclusions across
a much broader population. The next generation
methodology (using data analytics) would have the
capacity to examine 100 percent of a client’s transac-
tions. Auditors will sort, filter and analyze thousands
of transactions to identify exceptions or anomalies,
making it easier to focus in on areas of potential
concern and drill down on those items that may have
the highest risks. Doing so increases the potential for
more effective audits which also enhance both audit
quality and efficiency.

The following diagram |. | illustrates a prototype
design of how the methodology can leverage client
data through use of data analytics.

These six steps are fundamentally changing the ap-
proach for gathering audit evidence. The approach

allows the auditor to audit exceptions based upon an
4

analysis of all of the financial transactions of the entity.
These financial transactions are the underpinning to
summarization and classification. The end result is a
financial statement.

STEP 1. DATA ACCESS

This methodology does not necessarily have to gen-
erate a report; it is a process that tests transactions
based upon prescribed criteria, identifies anomalies,
and is the responsibility of the auditor. To identify the
anomalies, the audit must have access to the data,
commonly referred to as “big data.”

Big data is a term describing the large volume of data
— both structured and unstructured — inundating a
business on a daily basis. This model contemplates the
use of the structured data contained within the clients
accounting software. Unstructured data, such as email,
is not contemplated initially as part of the audit meth-
odology system.

Access to data is one thing, but data quality is essen-
tial to auditability and should be evaluated based on:

* How can you verify the completeness of data?
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e Accuracy
* Consistency on data formats, naming conventions
and precision
* Do multiple data sources agree?
* Exportability and portability
» How easy can the data be exported?
* Audit trail
» How much effort is required to uncover the
change in data values and accountability of the
changes?
* Data integrity
» Data normalization and standardization is
often required before computerize tools start
analyzing corporate financial and transactional
data
» Data conversion costs can be high

There are barriers to data access to consider. First,
data access itself. Companies invest in protecting their
data, which makes the process of obtaining client
approval for complete data access a time consuming
effort. In certain cases, clients may refuse to provide
data, stating security concerns. In addition, auditors
encounter hundreds of different accounting systems
and multiple systems within the same company, all
containing different sets and types of data.

There are several efforts (for example the ASEC Audit
Data Standard) undertaken to provide systems or
tools to facilitate the data normalization process, and
keep the data conversion costs under control. But

it’s not the amount of data that’s important, it’s what
auditors can do with the data that matters. Big data
can be analyzed for insights that lead to better deci-
sions for the audit process. Thus, the next step is use
of data analytics to the client data.

STEP 2. DATA ANALYTICS

Data analytics is the science of examining raw data
with the purpose of drawing conclusions from the
information. Auditors have used analytics in their
methodology for years, but rapidly decreasing tech-
nology storage and processing costs are making data
analysis even more attractive because of the potential
for significant scale and depth.

The new model will look for better ways to embed
analytics into the fabric of audits. A basic data analyt-
ics program can be outlined as:

* Consideration of potential scenarios resulting in
exceptions

* Assessment at various levels: globally (corpo-
rate-wide), significant business units, substantial
account levels

* Assessment along industry lines, when available

* Testing of the effectiveness of the internal policies
and controls

*  On-going monitoring and evaluations on a period-
ic and random frequency to access performance
and effectiveness

Once auditors embed analytics in this way, they will
be able to examine much larger sets of financial data
to better identify issues and analyze trends. Models
will need to be developed to assist in the formatting
and display of the analytics to allow the auditor to
interpret and understand the results much faster. As
a result, auditors will provide deeper perspectives
on trends and risks. This enhanced perspective will
support better decision-making during the risk assess-
ment process and knowledge gained will be a signifi-
cant value add to the client.

STEP 3. FREQUENCY/SCALABILITY

This model is not designed to be a “one size fits all
model” and this is where the data analytics frequency
comes into play. Larger, more sophisticated clients

can be monitored on a real-time or near real-time
basis. Where smaller, less complex clients can have
data analytics performed on a less frequent basis; for
example, quarterly or even annually. In essence, the
frequency of the performance of the audit procedures
can be scaled to meet the size and complexity of the
client.

STEP 4. PARAMETERS FOR EXCEPTIONS

This process is determined as the audit team un-
derstands what data is available to them. This will
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connect directly to the auditors risk assessment
procedures through a sound understanding of the
entity and its environment, including internal controls.
Parameters are determined for each risk area the
auditor determines during the planning of the engage-
ment and could consider the following:

* Review existing entity process risk documentation

* Review existing analytics for efficiency and
effectiveness

* Updates existing analytics for full changing risk

* Conduct additional reviews of entity processes
and identify new risk areas

* ldentify opportunities for improving process
through Data Analytics

* ldentify new analytics opportunities within specific
entity risk areas

* ldentify and verify all compensating controls

Parameters include items such as (a partial list just to
provide perspective):

* Authorization limit exceptions:
» Single and multiple accumulated values
exceeding limits
» Transaction amounts that exceed or are just
below the authorization limit
* Requisitions, Purchase Orders, Invoices,
Payments
» Accumulated transaction amounts that exceed
the authorization limit
* Split Requisitions, Split Purchase Orders,
Split Invoices, Split Payments

* Timing or aging exceptions
» Single Record Age
* Days difference between Create Date
and Approval Date
« Stale Requisitions, Stale Purchase Orders,
Stale Invoices
» Multiple Files Aging
» Retroactive PO vs. Invoice (Invoice Create
Date prior to PO Create Date)
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* Matching (Join) - Amounts over variance
thresholds
» PO Line Item vs. Invoice Line Item
» PO Line Item Quantity vs. Goods Received
Quantity
» Accumulated Invoice Line Items vs. Payment
» Accumulated Invoices vs. Bulk Payment

* Unmatched (Join) — Orphaned records or missing
records
» Unauthorized Users: Requisitions, Purchaser

Using analytics to produce audit parameters in
response to entity risks are difficult. Auditors must
find the appropriate balance between applying auditor
judgment and relying on the results of these analytics.
Potentially, the AICPA could develop virtual audit
guides to assist in determining analytics to use, and
approaches to the setting up parameters from which
to use to determine exceptions.

STEP 5. INVESTIGATE EXCEPTIONS

This process is supported through complete
documentation and resolution of each exception. The
conclusions reached are the audit evidence needed to
support the auditor’s conclusion.

Approaches to the investigation of exceptions will
evolve and may need clarification by the Auditing
Standards Board. For example, if an auditor concludes
that a certain percent of the transactions analyzed are
an exception, will the auditor be required to examine
100 percent of those transactions, or can the auditor
sample the population containing the exception and
then project the results of the sample to the popula-
tion?

STEP 6. ACTION, CONCLUSION AND
VALUE ADD

This section is where the auditor draws their conclu-
sion on the financial statements under audit and offers
value added advice based on the knowledge gained for
this approach.
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OTHER CONSIDERATIONS

It is a significant leap to go from our current traditional audit approach to one that integrates
big data and analytics in a seamless manner.There are a number of barriers to the successful
integration of big data and analytics into the audit, though they are not insurmountable. This
journey allows time for the AICPA to educate and assist firms in migrating from the current
state to the next generation state.

The audit of the next generation will also require deeper training in areas outside the typical
auditor’s historic skill sets. While in some cases the audit already uses the skills of other
disciplines (risk management, forensic and IT), the auditor of tomorrow must increase their
understanding of these non-traditional disciplines and work more closely than ever before
with data and analytics specialists.
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